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Broadband offers a world of entertainment possibilities. But there are risks too. 
In most cases, you can minimise these risks by taking simple precautions. This 
guide provides you with some crucial information which will help you and your 
family enjoy trouble-free surfing.

the risks
viruses
A virus is a small piece of software that hides in computer software. For example, a virus might attach itself to 
a spreadsheet in one of your software packages. Every time you open the spreadsheet, the virus begins to run, 
potentially damaging your computer. 

email viruses
This sort of virus is spread through email messages. It usually spreads by automatically mailing itself to dozens of 
people in the ‘victim’s’ email address book. 

worms
A worm is a small piece of software that infects a computer and then replicates itself. Some worms scan the 
network or internet looking for other machines they can spread to.  

trojan horses
A Trojan horse is a computer program that often hides within larger programs. It might seem harmless - they’re 
often hidden within games - but they can create a backdoor to your computer, allowing someone else to access 
your machine remotely. 

Some viruses, worms or Trojans can harm your computer, but others simply use your computer to replicate 
themselves and infect other machines. Whatever the effect of a virus, they’re not good news. The vast majority 
will ultimately affect the performance and speed of your computer. 
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keep your pc up-to-date

follow this simple procedure to 
start protecting your computer 
immediately 
Both Windows and Mac have a feature that helps protect 
computers against the threat of viruses and worms. Most new 
viruses use parts of the operating system, browser or email 
programs to spread infection and/or damage computers. 
‘Patches’ are regularly released for these programs to stop 
viruses from spreading. These patches ‘fix’ the program and 
stop the virus taking hold, so it’s very important you keep your 
computer up-to-date with the latest patches.

It’s easy to make sure your software programs are up-to-date.  
Just follow these easy steps. Once it’s done, you’ll get an alert 
onscreen whenever there’s a patch you need to install. 

Please note, if you haven’t updated your opperating system 
recently, there may be a lot of patches to download.Download 
and install them as they will help to protect your computer from 
picking up new infections.

computer 
    updates  
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windows XP
If your computer runs Windows XP, it’s best to set up your 
computer to receive critical updates via the XP Automatic 
Updates feature. 

1
From the Start menu, select Control Panel. 

2
Open the System control panel.              or 

3
Double click on the System icon, then the Automatic Updates 
tab, (see Pic 1) and tick the box “keep my computer up to 
date”, or if Service Pack 2 is installed, select the Automatic 
Updates within the Control panel. 

4
Tick either ‘Download the updates automatically and notify 
me,’ or ‘Automatically download updates, and install them on 
the schedule that I specify’. You should select ‘Every Day’ 
(see Pic 1). 

5
Click OK. 

6
Your computer will now download future updates automatically, 
or alert you when they are available. If you opt to have your 

computer alert you, you will still need to install updates 
when prompted. 

When you see this icon:            next to your clock in the 
lower right corner of your screen, it means that updates 
are available for you to install. Click the icon to begin the 
installation procedure. If you want to know which updates you 
are installing, click the details button on the next screen. Here 
you can determine which updates to install. If you decide not 
to do some updates they will still be available in the System 
Properties control panel shown above under Declined Updates. 
When you have finished reviewing the updates, click the 
Install button.  

windows 98/ME/2000 
SP2,3,4 and below
1
From the Start menu, go to Programs and select Windows 
Update. If this is not present, open Internet Explorer and 
navigate to: http://windowsupdate.microsoft.com. 

2
This will take you to the Microsoft Update web site. 
3
Depending on the version of your operating system, you 
may then get alerts of future critical updates. In any case,  
it is best to return to this service each week to ensure your 
computer is updated.
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keep your mac 
up-to-date
apple macintosh system 
updates OS X

1
Go to the Apple menu in the top left hand corner of the screen 
and select ‘System Preferences’.

2 
Select the ‘Software Update’ option.

3
To set your Mac up to automatically check for updates select 
the ‘Automatically’ option (see Pic 2). 

4
You can now select the frequency with which your Mac will 
check for updates (see Pic 3). 
To complete the set up, close the window and your Mac will 
now automatically check for updates.
If you wish to look for updates independently of the automatic 
interval, return to the software update screen and click on the 
‘Update Now’ button. Then follow the onscreen prompts.
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apple macintosh system 
updates OS 9

1
Go to the Apple menu in the top left hand corner of the screen 
and select Control Panels, then select the Software Update 
control panel option.

2
To set up scheduled checking for updates tick ‘Update 
Software Automatically’ (see Pic 4). 

3
Click on the Schedule button to select how frequently and 
when you wish your Mac to search for updates (see Pic 5). 

4
Click on ‘OK’ after you have made your selection and you will 
return to the software update main window. You can decide 
whether you want to be alerted before installing updates or not 
(see Pic 4). 
To finish the set up close the window and your Mac will check 
for updates automatically.
If you want to check for updates manually simply go to the 
software updates screen and click on ‘Update Now’. Then 
follow the onscreen instructions.

Pic 4

Pic 5
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Firewalls work in a different way to anti-virus programs, because 
they don’t scan your machine and remove infections. They can 
however prevent unprompted intrusions. There are a number of 
reasons why you should install a firewall.

1
It can stop a person is trying to get information from your 
computer without permission (a hacker)

2
It can prevent a worm (similar to a virus) infecting 
your computer

3
It will block a program accessing your computer or information 
on it

It is strongly recommended that all broadband users install a 
firewall on any computer that is connected to the internet. 
Please note: Firewalls do not remove viruses and worms from 
your system if it is already infected. They only help prevent your 
computer from becoming infected by worms and attacked by 
hackers. If you suspect your computer already has a virus, an 
up-to-date anti-virus program should be used to remove it.

For examples of firewall programs, please see page 14.
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firewalls 
firewalls are like the 
lock on the front door 
of your house. they stop 
anybody from helping 
themselves to the 
information on 
your computer.



viruses
Most good anti-virus programs offer a number of 
important features. 

1
They automatically update your computer with new 
virus definitions

2
They scan your incoming emails to check for viruses attached 
to them

3
They scan your outgoing emails to check that you are not 
accidentally spreading viruses (some viruses cause your 
computer to do this) 

Anti-virus programs can be set to carry out regular scans of 
your computer to check no viruses have infected it.

Homechoice will warn you if you are opening a file that - even if 
it’s not identified as a virus - has certain characteristics that are 
used in virus files. Homechoice automatically scans all emails 
sent to Homechoice addresses for viruses, but this does not 
offer 100% protection. Viruses can also infect your computer by 
being downloaded from the internet, by clicking on disreputable 
links or pop-up windows, or from other media (such as floppy 
discs or CD-ROMs). 

Homechoice recommends that all customers install an 
anti-virus program on every computer connected to the 
internet. By running an anti-virus program, and keeping it 
up-to-date, you can protect your computer from the high 
number of viruses it is exposed to. 

For examples of anti-virus programs, please see page 14.

an anti-virus program protects your computer 
from viruses. it works by scanning files that are 
used on your computer and hunting down known 
viruses. it then either removes the infection 
from the file, or places the virus in quarantine so 
it cannot activate.
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spyware
Spyware is a general term for a computer program that 
monitors your actions. Various companies use spyware to 
gather data about customers. 

You should take precautions to protect your computer from 
spyware to ensure that no unwanted programs are running on 
your computer, and slowing down your internet connection. 

Spyware is often installed during the installation of another 
program. This could be a demo program or freeware/shareware 
from the internet, so it is always important to know what you 
are installing.

There are programs that will protect your computer from 
spyware. Some are free, others are not. It is definitely worth 
installing a protective program. It is also important (as with 
anti-virus software) that you keep it up-to-date and regularly 
scan your computer for spyware. 

For examples of anti-spyware programs, please see page 14.

adware
Adware is a software program that generates intrusive 
advertising when you are viewing the internet. Typically, it’s 
installed whilst you’re installing another recognised program. 
It will usually continue to generate adverts whatever you are 
doing on your computer.

Adware is not usually harmful but it can slow your internet 
connection. It can also be very annoying. You may receive 
unwanted emails, plus a large number of pop-up windows 
containing adverts. 

Adware can be restricted if you run anti-adware programs. 

For examples of anti-adware programs, please see page 14.



parental 
 control
Parental control (or safe surfing) software is designed to 
help protect children from viewing or accessing unsuitable 
information on the internet. It works by classifying websites 
into categories, which can be set for different ages or types 
of users. You can also choose specific sites that you would 
particularly like to block. 

Settings include restricting subjects like pornography, violence 
and hate sites. Alternatively, users can be allowed to visit only 
named sites which automatically restricts access to all 
other sites. 

If you want to know more, please contact our Customer Care 
team on 0845 678 33 33, who will be able to help.

popup ads
Pop-up adverts are the little adverts that occasionally appear 
on your screen when you visit a website or click on a link. 
They are often adverts for products or websites related to the 
information that you are looking at, but sometimes they can be 
completely irrelevant. 

Some websites have multiple pop-up adverts, making it very 
hard to browse. They do this to encourage their visitor to click 

on one of the pop-up windows, earning them 
advertising revenue. 
In order to protect yourself against this, you can activate 
pop-up blockers. These stop pop-up windows from appearing, 
making browsing more enjoyable.

For examples of pop-up blockers, please see page 14.
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wireless 
security
if you choose to have a 
wireless internet connection 
to your homechoice
broadband service, you 
should ensure that 
it is secure. 
As the information you send and receive from the internet is transmitted 
wirelessly, other people could, with the right equipment, ‘listen in’ on the 
information. By using wireless equipment software you can encrypt information 
when it is passed between your wireless transmitter and PC. For information on 
how to do this for equipment that you have purchased yourself, please refer to 
the instruction manual that was provided with the equipment.

Customers who purchase wireless connection equipment from Homechoice, 
will have their equipment set up by a Homechoice installation engineer. The 
engineer will check that the wireless service is working correctly, and is securely 
encrypted. The Homechoice wireless service is fully supported by our technical 
support. If there are any issues, please call us on 0845 678 33 33. 

please note, homechoice is unable to support 
wireless devices or routers which have not been 
purchased through homechoice.
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for microsoft 
windows users
firewalls
Symantec Norton Internet Security (available from symantec.co.uk)

Zone Labs Zone Alarm (available from zonelabs.com)

viruses 
Symantec Norton Anti-Virus (available from symantec.co.uk)

McAfee VirusShield (available from mcafee.co.uk) 

spyware
Spybot search & destroy (available from download.com)

Ad-aware (available from download.com)

adware
Spybot search & destroy (available from download.com)

Ad-aware (available from download.com)

pop-up ads
Stopzilla (available from stopzilla.com) 

Symantec Norton Anti-Virus (available from symantec.co.uk) 

McAfee VirusShield (available from mcafee.co.uk) 

website 
links

for apple 
mac users
protecting your 
computer against 
viruses 
ClamXav (available from clamxav.com) 

spyware 
MacScan (available from 
http://macscan.securemac.com) 
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please note: although 
homechoice  has suggested 
this software for your use, 
we are unable to provide 
support. if you do require 
support, please refer to the 
software providers website.
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contact us
call us
Our Customer Care team are available to take your calls 
8am – 11pm, 7 days a week on 0845 678 33 33

email us
Send your query to: 
enquiries@homechoice.co.uk

write to us
Customer Care 
Homechoice 
The Icon, Lytton Way 
Stevenage, Hertfordshire SG1 1AL
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